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1. CareConnect Enrolment: High-Level Overview

The next step of the CareConnect registration process is STEP 3 - Complete Privacy and
Security Requirements.

. STEP. L . STEP 2 SlLae STEP 4
Validate your identity and Complete the
Apply for

Register or

log-in using the BC Services Join a Worksite Privacy and Security CareConnect Access

Card app Requirements

« An individual with signing authority completes the CareConnect Worksite Privacy & Security Declaration.

« All users must review the Privacy and Security Training for Community Care Providers course.
» Authorizers and Independents are required to review and sign the HPCAA Form before they are granted

access to CareConnect.
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2. Complete Your Worksite
Privacy & Security Declaration
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2. CareConnect Worksite Privacy & Security Declaration

- An individual with signing authority for your
worksite must complete the Privacy & Security
Declaration form.

* Instructions and a link will be sent via email
once the worksite creation request has been
submitted.

The following community-based worksite types
are eligible for CareConnect access at this time:

« Community Based Private Practice

* First Nations Health Authority Facility
« Community Pharmacies

* Private Long Term Care Facilities

Information Management / Information Technology Services, PH ‘

Provincial Health
‘L‘ | Services Authority
Province wick sehutions.

PRIVACY AND SECURITY DECLARATION
Community Based Providers Access to the Provincial eHealth Viewer ["CareConnect ™)

This Privacy and Security Dedamtion details the require menks for granting of acoess to CaseConnect and s informed by provincal privacy
legisiation [the BC Pevsonol information Protection Act “FIPA®), the Privacy and Security Toolkit created by the Doctors of BC, the College of
Physidans and Surgeons, the Office of the Information and Privacy Commissioner, the Minstry of Health, and by the Provingal Health Sereices
Authorty {"PHSA"} Privacy and Secunty resources. Maone information on sach requirement & availobie in the Appendic

I deciare that

1. Tha mamber of my dink'waorksie staff who i ultimately responsible for our privacy and securty policks i
oMyself o Other [Name):

2. Doocumented privacy and securty polides ane communicated toall staff and esternad parties |&.g. vendors, suppliers, and
partners) who hawe access to the dinicfworicate’s compuber system. WA for wirtual physicians.

3. Securfty awanengss tRining & provided to dinic/workste staff and yeary reviewed, (Supplemental taiing can befound here)

4. My staff i/l am awane of makcous emais and have been informed not to dick inks or open artachments that appear
S PO,

5. My staff sl am awane of msks 3ssodated with using USE drives and other portablis devices. tnatumay compromise my network.

6. My staff isfl am awane that passwords used for access to CareConnedt are not pemmikted to be shared with other ndiicials or
re-used for other senvices, and that the “Save passwond” feature i the bvowser Bnot used 19 acoess CareConnect.

of o ojof ool of o

7. My diniciworkske agnees ta notify the CareConnect Team when |fong of my staff nolonger requires. CaseConnect acress (as
detaled in the enrciment package and the: Appenda).

B, My diniciworcske wil retain 3 necord, for two yeass, of the supportaciiies |1.e. invoice/reosipt with name of wendor and
date of service] of il technical support provided by extemal vendors that hawe Been conducted on computers that acress
CareConnect or miy chnic/worksites” network, either dirgcty or remotelys e for virtual pivesicians.

Pivysical Access Control for Worlkske Acoess® WiFI Network
O (ifapplicable] Waorksite & squipped with 2 montored, alamm, system, O 551D, WPAZ/WPAZ and Wi-Fi password setings ane as per DTO
O Server/Network equipment s physically secured fm public Sccess Technical Bulletin™

Ol Guest Wi-Fl access b campletely iolated from the warksibe
® Bmarksita s any location from which you sns accessing CueCanfics ba it 3 plrmacy etwark

eeactica, clisie of homs office. & workslincludes usng resobéateess.

General Work Guidelings: LD Tachod in: s — Enden
O Ensure staff follow general access guidelines. ihich Inciude:
= Secuning thesr warking emvironments AntiVirs Softeare
Locking their dewices -
O Antwins software installed and enabled for auto update
= Being wigilant against phishing emais
. B cautious. wiien o (sereenshot of configurotion must be attoched)
Dear Operating System
O Passworch arél nat savedian workstations or prompbed for autofll to prevent - n: = ae ';':E,’D""l““ﬁl:':m“ o m’“‘:’::‘:::;MI
o O The Dperting System s enabled for autoupdates or manually
Fasswordl Management® patched at a minmum semi-annually
O Minimum passwor ngth s S characters
= ‘:“"‘""‘"' ::: Facuyye S thepy of ""“‘:::‘3 ahes::-k . Where it doesa’t conflet with my EME'S SyEtem fequirements,
g, s  Mmmarats, Mo -phars mdeic Ryt O Desktop software, e.g. MS Office/other appications are configured
O Passwordsiare changed ata minimum semi-annlly fiar aanomatic patching o patched at a minimam quartery
O Erowser plugin (FOF, lava, etc.) are patched at a minimum semi
‘Refar 10 Bhysicisn Oifice T Secudiry Guids' pages 1436 annislty; uninstall Adobe Flash from the computer
oR

O Such patching conflicts with my EMR system requinements
(Sedect this i your EMR prevents such patching)
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3: Review the CareConnect
Privacy & Security Course
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3A. Open the Application Access Module

« When you have  I\"
\ ( <

successtully i
joined a worksite, &=

return to the % / . = gl L Lu

Main Menu.

Worksite Access Application Access Manage My Account /
) C | |C|< O n View View and Manage access in your Worksite(s) Request and access applications. Preferences

i.e. CareConnect, Farms
Reset My Password

Application under N2 wiirsi

. . Update My Contact Information
the Application
Access module.

View Application Manage My Account

Update % Review Worksite

Information Management / Information Technology Services, PHS



3B. Select the Privacy & Security Course

Applications

= P —
= &
» Click on Review Privacy O—' ‘.

COU rse | ﬂd er the Privacy and Security HPCAA CareConnect

You will need to read and review the Privacy You will need confirm you have read and agree

* You will see 2 or 3
modules (HPCAA only
shows if you are in a
requlated profession).

. o You have already requested access to
Prlvacy & Secu rlty and Security Training for Community Care to the terms of the HPCCA for access 1o CareConnect. If you have any questions please

Providers course to access to CareConnect CareConnect contact the CareConnect SUPPOrt team
m Od U | e Private.CareConnect@phsa.ca

Review Privacy Course Sign Your HPCAA

Information Management / Information Technology Services, PH



3C. Review the Privacy & Security Training Course

Privacy and Security Training for Community Care
Providers

* Review the Privacy & Security |
Training for CareConnect o il e e h ocumenc e an conm v o
Providers course by using the
navigation bars to scroll down.

'ﬂ
kg. CareConnect

Provincial eHealth Privacy Services

Privacy and Security Training
for Community Care Providers

« Once you have finished
reviewing the course, press
Confirm Reviewed.

Information Management / Information Technology Services, PHS



3C. Review the Privacy & Security Training Course — cont'd

Please Confirm

By clicking Sign below, you are confirming you have read /
reviewed the CareConnect Privacy and Security Training Course.

Once you have clicked Sign, your approval / acceptance will be
captured as a digital signature.

Close

* A pop-up window will appear once you click
Confirm Review.

* Click Sign. This will change the text above the
viewer to say “You have completed the Privacy
& Security Training Course but you can review
the course below.”

e Click Return to Menu.

You have completed the Privacy and Security Training Course, but you can
review the course below

Y

'*-
l\‘c: CareConnect

Provincial eHealth Privacy Services

Privacy and Security Training
for Community Care Providers




3D. Privacy & Security Course Completion

Applications
* When you return to the main
menu, the module will now read
"You have read the Privacy and = |

Security Training Course for
Community Providers course —

NO Furthel’ ACUOHS RGC{UIred” Privacy and Security HPCAA
° At a ny pO| ntl yO U Ca n C| |C|< Training for C-:'Tﬂiurli:gi'li:-s;ej':-x-;ifs's course, to the terms Cf;";i?f::;: for access to

Review Course to reference the
content again.

* You may proceed to the next
module.

CareConnect
request acc C
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4. Complete the Healthcare Practitioner
CareConnect Access Agreement (HPCAA)
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4A. Open the HPCAA Module

NOTE: All Authorizers and Independents are required to review and sign the HPCAA Form before they are
granted access to CareConnect.

« From the CareConnect portal, click on the Application Access module to open up the Applications window.
* Click on the Sign Your HPCAA button to open the HPCAA document.

Applications

= )~
AL C

Privacy and Security HPCAA CareConnect

¥ou hawve read the Privacy and Security ‘You will need confirm you have read and agree - -
= == e I ’ - e AR s Click below to request access to CareConnect

Training for Community Care Providers course, to the terms of the HPCCA for access to

o further actions reguired CareConnect

Review HPCAA Sign Your HPCAA Request CareConnect Access




4B. Complete HPCAA Requirement

* Once you have reviewed the HPCAA Agreement, click on the Agree to Terms button.
* You will be prompted to confirm and digitally sign the agreement by clicking on the Sign button.
HPCAA

You will need to review and agree to the terms of the Health Professional
CareConnect Access Agreement below

Instruction: this Agreement must be signed by an individual Health Professional,
not by a corporation or an association

Flease Confim NOTE: After clicking on the ‘Sign’

By clicking Sign below, you are agreeing to all of the terms and

conditions outlined in the CareConnect HPCAAL button/ you Can prlnt Or Save the

Onoe you have clicked Sign, your approval / acceptance will be

captured as a digital signature. dOCU ment for your records

HEALTH CARECONNECT ACCESS.

BETWEEN:

PROVINCIAL HEALTH SERVICES AUTHORITY
[“PHSA”, or the “Health Authority”)
AND:

(The “Health Professional”, “You", or “Your” as applicable)

1. BACKGROUND
CareConnect provides a consolidated view of a patient’s health record across the provincial health
system and includes patient data from all health authorities in the province, and data from
Province Systems, being the computerized information systems listed in the attached Schedule 1
to this Agreement. The Health Autherity is administering user access to CareConnect (including
the administration of access, through CareConnect, to data from Province Systems) for Health
Professionals,

The purpose of providing You and the persons whom You have authorized access to information
that is contained in CareConnect is to enhance patient care by providing timely and relevant
information to persons involved in the provision of therapeutic care to patients. CareConnect
eontains highly sensitive information that must be protected by strong privacy and security
controls in accordance with provincial policies and standards, Health Authority policies and
standards, and applicable privacy laws.

You are aceountable for Your, and the Supervised Person's, eompliance with the terms and
conditions of this Agreement and all policies, guidelines, and diregtivec 2oplcable tg

Information Manage



4C. Review HPCAA HPCAA

You have already signed your Health Professional CareConnect Access

. . Agreement, but you can review the agreement helow
» Once the HPCAA s signed - e

there is no further action
Instruction: this Agreement must be signed by an individual Health Professional,
. not by a corporation or an association.
required. e

HEALTH PROFESSIONAL CARECONNECT ACCESS AGREEMENT

BETWEEN:

At any point, you can click P ——

(“PHSA”, or the “Health Authority”)

Review HPCAA to reference
the content again. o

1. BACKGROUND
CareConnect provides a consolidated view of a patient's health record across the provincial health
system and includes patient data from all health authorities in the province, and data from
Province Systems, being the computerized information systems listed in the attached Schedule 1
[ ] Y O U m a rO C e e d tO t h e n ext to this Agreement. The Health Authority is administering user access to CareConnect (including
the administration of access, through CareConnect, to data from Province Systems) for Health
Professionals.

The purpose of providing You and the persons whom You have authorized access to information
m O U e . that is contained in CareConnect is to enhance patient care by providing timely and relevant
information to persons involved in the provision of therapeutic care to patients. CareConnect
contains highly sensitive information that must be protected by strong privacy and security

controls in accordance with provincial policies and standards, Health Authority policies and
standards, and applicable privacy laws.

Return to Menu




CareConnect Enrolment: High-Level Overview

. STEP. L . STEP 2 JlLEEE STEP 4
Validate your identity and Complete the
Apply for

. : : Register or : :
log-in using the BC Services Join a Worksite Privacy and Security

Card app Requirements CareConnect Access

See the relevant guide below for your profession/role for detailed instructions
on how to apply for CareConnect Access:

* If you are a Physician or Nurse Practitioner, see How to Apply for CareConnect as an

Authorizer
 Ifyou are an MOA, resident or Nurse (LPN), see How to Apply for CareConnect as an

On-Behalf-Of User
 If you are a Pharmacist, or RN How to Apply CareConnect As An Independent User

i



http://www.phsa.ca/health-professionals-site/Documents/CareConnect/How_to_Apply_For_CareConnect_As_An_Authorizer.pdf
http://www.phsa.ca/health-professionals-site/Documents/CareConnect/How_to_Apply_For_CareConnect_As_An_On-Behalf-Of-User.pdf
http://www.phsa.ca/health-professionals-site/Documents/CareConnect/How_to_Apply_for_CareConnect_As_An_Independent_User.pdf

Questions? Check out our or
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http://www.phsa.ca/health-professionals/clinical-tools-applications/careconnect/community-based-access/frequently-asked-questions
mailto:private.careconnect@phsa.ca
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