Intro to Digital Health Literacy

Course Handout:
Module 1 | Foundations

At the end of this online course, learners will be able to:

1. Discusstheimportance of digital health literacy in the context of virtual health
2. Applydigital literacy skills to create,communicate, and find information
3. Navigateonlineresources safely and effectively

What is digital health literacy?

Accordingto the World Health Organization, digital health literacy is the ability to seek, find, understandand
appraise health information from electronic sources and apply the knowledge gained to addressing or solving a
health problem.

Essentially, digital health literacy is the application of both health and digital literacy skills in order to confidently
and accurately use tools and informationto manage health related questions or care.

Why is digital health important?

Peoplelivingin Canadahave agrowingdemandfor digital health services, and support the use of virtual health.
Many have difficulty using digital healthservices withconfidence, and that contributes to overall health inequity.

Digital health literacyisfundamental to equitable health care.

Terminology

You may already have heard the terms ‘digital health’ or ‘virtual health’, particularly since the start of the
COVID-19 pandemic. Other related terms include virtual care, telehealth, telemedicine, and more. While the
terms ‘telehealth’ and ‘telemedicine’ are transitioning to virtual care and virtual health to include the expanded
use of technology, thereisstill alack of literature and international consensus on terminology.

For the purposes of this course, we will be using the terms ‘digital health’ and ‘virtual health’ as they are defined
by PHSA:
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Digital health:

Digital health includes virtual health, but also uses information technology and
securecommunications tools, services and processes. It supports a connected health
caresystem for the benefit and well-being of everyone, including healthcare providers.

Examples canincludeelectronichealth records, electronic prescribing, and artificial intelligence.

Virtual health:

Virtual health isacare model focused on connecting patients, families and clinicians using technology to
optimize wellness, specialty care and outcomes. Examplesincludevirtual health visits, remote patient
monitoring, clinical digital messaging, and even providingclinical care over the telephone.

Ideally, afuturedigital health system uses evidence, technology, and live data together to support and strengthen
the health and wellness of people and populations.

Tools and technologies in digital and virtual health

Examples of digital health

« Wearables and monitoringdevices actively monitor patients’ health and notify them when they need to
actto maintain their health or prevent further illness.
o Examplescanincludeanythingfromsmartbracelets to bathroomscales, to Bluetooth-enabled
pulseoximeters.
o These connected health objects collect datathat aretransferred to an applicationavailableon a
smartphone, tablet,or computer.

e Adultslivingin Canada are using health and well-being mobile apps more often to monitor their health.
They areused mainly to learn more about personal conditions and monitorchanges that are considered
important to health and well-being. Examples of mobile apps created by PHSAinclude:

o ShiftWell (B.C.Emergency Health Services) - developed to support the mental health of
paramedic and dispatch employees
o FoundryBC app - developed to support the mental health of at-risk youthsin B.C

e The goal of electronic prescribingis to facilitate safer and more efficient medication management by
connectingclinicians through their existing electronic medical records (EMR) to pharmacies, to enable the
secureelectronic transmissionof prescriptions. Prescriptions arrive asdatain apharmacy management
system.

o Electronic prescriptions should alsoallowclinicians more time with patients by reducing their
volume of paperwork, while making their communicationwith pharmacists more accurate and
effective.
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Clinical Information Systems (CIS), such as CST Cerner, are operational
informationsystems that support the acquisition, storage, manipulationand
distribution of clinical information, typically in an acute care or community care
setting.
o Theycontainindividual patientinformation related to registration,assessment, care planningand
individual inerventions and health services. They may also provide management information
informed by theclinicaldata.

Electronic medicalrecords (EMR) are computer applications that adoctor orother provider uses for
gathering patientinformationlike social/family history, lab results,and medicationlists. This information
isalso integrated with management functions like scheduling and billing, and stays in the provider’s
computer system.
o EMRscan’tusuallybesenttoor shared with other providers outside of that system, such as other
labs or hospitals.

Electronic healthrecords (EHR) will provide each individual in BC with asecure and private lifetime
record of their key health history and care within the health system, which can be shared electronically to
authorized healthcare providers and theindividual anywhere, anytime in support of high-quality care.
o TheEHRisnotasingledatarepositoryor application, butrather acapacity toimprovethe
coordination of patient care by giving providers accurate, up-to-date information intheir care
setting.

Artificial intelligence (Al) is a computer technology with applicationsthat include advanced web search
engines (e.g. Google), recommendationsystems (eg. YouTube, Amazon and Netflix), understandinghuman
speech (e.g. Siri and Alexa) and even automated decision-making.
o Withinhealthcare,an example of an Al application could be achatbot - where the computer
simulates ahuman conversation with a patient through written or spoken interactions.

Online patient portals provide access to personal health information to empower patients as active
participantsintheir healthcarejourney.
o Examplesof usecasescanincludeaccessforpatientsto view their personalized care plan and
health information; contribute to their ownrecord;schedule avirtual consultation with their care
team; and find relevant education materials.

Examples of virtual health

Patient educationincludes onlinefacilitation of patient education related to the patients’ health and care
services.

Onlinetreatment applications are highly personalized methods of treatment that enables the person to
access key onlineresources and developskills to help them manage health issues. Examplesinclude
Breaking Free Online and Bounce Back.
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e Withclinical digital messaging patients and their careteamscan

communicate using secure text messaging for administrative information
exchange, appointment reminders and general check-ins.

e Virtual health visitis atechnology-enabled remote interaction between providers, provider(s) and
patient(s), and patients and families to address the patient’s health.

¢ Remote patient monitoringuses technology to monitora patient’s health (usually fromtheir home), and
sharethe information electronically with health care teams.

Impact of virtual health

If appropriate, virtual health canhelp prevent the spread of infections, save time and money, reduce carbon
emissions, engagein moretimely medicalinterventions and enjoy more flexibility with receiving and delivering
health care. Duringthe COVID-19 pandemic,virtual health enabled patients to continue receiving the care they
needed while keeping themselves and their families safe.

Virtual health can benefit a variety of patients, such as people with mobility issues, residents living in remote
areas and busy parents and workers who want the convenience and flexibility of connecting throughtheir device.

Components of digital health literacy

Literacy

Literacy isa foundational concept that affects all of us. Itis “the ability to identify, understand, interpret, create,
communicate and compute...enabling individuals to achieve their goals, to develop their knowledge and potential, and to
participate fully in their community and wider society.”

Most people think of the ability to read and write, butit’s actually so muchmore. Literacy is a means of
communication and expression through avariety of media,practiced indifferent contexts, and fordifferent
purposes-such asdigital and health literacy.

below high school equivalency,and affecttheir ability to function at work and in their

@ Did you know that 48 per cent of adult Canadians havelow literacy skills thatfall
| personal lives?

Thereare several types of literacy:

¢ Reading and writingliteracy is what most people refer to when thinking of theterm literacy. In addition to
knowing how to read and write basic letters and sentences, this literacy means that you can understand and
communicate what you haveread and that you can express yourself through writing.
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e Digital literacy means beingableto critically use technology to navigate through
various online forums anddevices, understanding how technology works, and being
ableto creatively manipulate technology to solve problems.

e Healthliteracy allows oneto understand the health care system, such as medications, communicating with
health care providers, and gettingthe necessary help. Having poor healthliteracy skillsisdangerous and can
resultintakingincorrect medications and trouble followinginstructions fromhealth care providers.

¢ Financial literacyis “having the knowledge, skills and confidence to make responsible financial decisions”.
(Government of Canada, 2011). Itincludes understanding how finances work and applying them to your life.

e Numericalliteracyis theability to use basic math skillsin everyday life and the ability to use numbers to solve
problemsor managefinances. Itincludes understanding charts, diagrams and data.

e Cultural literacy is the ability to understand all of the subtle nuances that come along with living or working in
a particularsociety. It consists of understanding the language, methods, assumptions, and unstated ideas that
make up a way to behave and communicate.

@ | Did you know that 17% of adult Canadians function atthe lowest literacy level and

‘ might have trouble reading thedosageinstructions on a medicine bottle?

Digital literacy

Digital literacy means having the skills you need to live, learn,and workin a society where communication and
accesstoinformationisincreasingly through digital technologies like internet platforms, social media, mobile
devicesand more. It also includes more than just technology know-how. We need to know how to comprehend,
contextualize, and critically evaluate digital media so that we can make informed decisions about what we do and
encounter online.

Asincreasing numbers of businesses and services move online, people wholackdigital literacy skills risk being
disadvantaged when it comes to accessing healthcare, government services and opportunities for employment,
education and civicparticipation.

Did you know that 84% of jobs in Canadarequire the use of basic technical skills?
Even low-skilled jobs increasingly require a basic level of digital literacy. Many

working-age Canadians struggle with problem solving in technology rich
environments.

Inaddition, 9% of Canadiansreport that they do not subscribe to or haveaccessto

the Internet at home.
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Health literacy

Health literacy is defined by the Canadian Public Health Association as the ability to
access, understand, evaluate and communicate information as away to promote, maintain,
and improve healthin avariety of settings across thelife course.

In practice, it could include knowing how to describe symptoms, where to find help for health issues, how to
understand medicalinformationand how to safely manage the use of medication.

The previous definition alsospeaks to theidea that increasing health literacy is essential to empowering people
to manage their health and advocatefor their family’s and their ownwellbeing, as well as reducing the burden on
Canada’s health care system.

Didyou know that...
® - 23% of Canadiansfind it difficult to find out where to get professional help wheniill;

- 60% are unable to obtain, understand and act upon health information to make appropriate
decisions on their own;
- 54% of Canadiansfind it difficult to judge when to seek a 2nd opinion from another doctor; and
- People with low health literacy skills are morelikely to 1) require hospitalizations, 2) need to repeat
doctor’s visits, and 3) misunderstand how to take their medications, including potential side effects.

Importance of digital health literacy

Several factorsinfluencedigital health literacy for Canadians:

e Canadianslivingin remote communities scored significantly lower than those livingin cities, large or small
urban centers.

e Canadianswithlesseducationtend to scorelowerondigital health literacy.
e Older adults (65+) surveyed scored significantly lower than all other age groups.

e Canadianswith annualhousehold income of less than $50k scored significantly lower than higher income
categories.

e Canadianswith access to their personal health informationonline and those with afamily doctor scored
significantly higher.

e Canadianswith experience of usingvirtual care services tends to score higheron digital health literacy.
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What is our role, as health care staff and providers?

We've seen factors thatinfluence thedigital health literacy of Canadians as awhole.

Whileeach of us plays adifferent role for supporting patients’ health literacy and navigationof digital health
solutions, research suggests some of us may also lack the digital literacy skills needed to effectively guide patients.
Thisisnosurprisegiven therapid evolutionof the digital health landscape.

However,itis thereforeessential that we ensuredigital health services, tools and processes remainequitable and
beneficial beforethe gap continuesto widen.

In Summary

In Canada, as of December 2021, 33 percent of all patient reported visits with family physicians were virtual.
Roughly 575 millionresults are returned by Google when you search for “cancer”, and 250 million when you
searchfor “diabetes”- given this overwhelming amount of information, itis essential that we have the digital
health literacy skills to navigate, understand, and apply it.

Torecap, digital health literacyis the ability to seek, find, understand and appraise online health information and
apply the knowledge gained to addressing or solving a health problem.

In today’sincreasingly digital landscape, itis criticalthat we continue to learn the skills necessary to confidently
navigatedigital and virtual health solutionsinorder to ultimately support our patientsto do the same.

End of Module 1
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Intro to Digital Health Literacy

Course Handout:
Module 2 | Pathways

At the end of this online course, learners will be able to:

1. Discusstheimportance of digital health literacy in the context of virtual health
2. Applydigital literacy skills to create,communicate, and find information
3. Navigateonlineresources safely and effectively

Module 2 focuses on building digital skills through 3 learning pathways based on PHSA employee experiences.
Whileyou may already be well versed in digital health literacy skills, feel free to explore the concepts coveredin
thismodule - you may pick up some additional tips or tricks.

The 3learning pathways are:

Terry is aseasoned care aide that is Janeis aclinicianthat is responsible Amirais a research coordinator.She
new to PHSA. Theyused towork ata for leading group patient education used towork on-site but will now be
small clinic that used mainly paper sessions thatare now beingdelivered working mainly from home. She is
charting, and don’t have a computer of  virtually. She is preparingfor her next  setting up her work environmentfrom
theirownat home. Terryis currently  session by doing someonline research home for the first time.

doing their orientation and becoming onthe topic.

familiar with their new workstation.
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Terry’s Pathway: Part 1

.

J

After completing Terry’s pathway, learners will be able to:

=

Show awareness of technology as acommunication tool.
Definecommonly used technical terminology and tools.
Perform various communication technology features.
Carryoutvarious application functions.
Differentiateinternetand intranet.

y 1

LD

Commonly used technical terms and tools
The physical parts of technology arereferred to as hardware.

Monitor: A monitor is an output device that shows video images and text. A monitoris made up of
circuits, ascreen, a power supply, buttons to adjust screen settings, and casing that holds all of these
parts. Newer laptops, smartphones, and tablets have touch screens, which let the user interact with
the computer usingtheirfinger. If the monitor has atouch screen, itis considered an input/output
device.

Webcam: A web camera - or webcam - isatypeofinputdevicethat

canrecord videos and take pictures. It can also share video over the

internetinreal time, which allows forvideo chat or video

conferencing with others. Many webcams also include a built-in - usB -
microphone. Just like other input devices (e.g. amouse, keyboard, or

printer), webcams can usually connect throughawired connection
tothe computer’s USB port, or wirelessly througha WIFI network.

USB port on computer

Desktop computer: A desktop computerisacomputer that fitson or under adesk. A desktop uses
other devices for interaction, like a keyboard and mouseforinput, and display devices like amonitor
or projector. Unlike alaptop, which is portable, desktop computers are generally made to stay atone
location. Itisimportant to note that the term ‘desktop’ can also refer to the organization oficonsona
screen - such as the Microsoft Windows desktop.

Mouse: A computer mouseis ahandheldhardwareinput device
that controlsacursoron ascreen for pointing, movingand selecting ~ rign: burton
text, icons, files, and folders on your computer. In addition to these
functions,amouse can also be used to drag-and-drop objects and
giveyou access to the right-clickmenu. Like other input devices

scroll wheel

left button

The uses of a mouse will be explained in the next section.
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(e.g. keyboard, webcam) amouseis usually connected to the computer
through a USB cable, but can also connect wirelessly through a Wi-Fi network.

Keyboard: The most basic input device T 4
used to enter datainthe computer
P E [e1]e]rs]ea] lFSiFBlFTl.FQlFﬂIlFﬂIHZI [ e

systemis a keyboard. Thekeyboard is

: LEEEELLELETT T EL
connected to the computer either <Ll L Ll | B FELE
wirelessly through WiFior wiredby a 2 (8 O G G T ol ™ ’
USB cable. Thelayout of the keyboard A B 6 3 G G G ) R s e

is like a traditional typewriter, = | A~ ~151e - - - L1

although there are some additional
keys for specific functions. Keyboards may all be slightly differentin the types and placement of keys.
Shown below is one example of a keyboard.

Laptop: A laptopisaprotablecomputer thatis more efficient and nearly as powerful as a desktop
computer. Portable omputersuse AC power or batteries.

Headset: A computer headset connects to acomputer forcommunicationand media. It has
headphones and an attached microphonethat lets you participatein video conferencin or video calls.

It may connect wirelessly to acomputer, or may be wired througha USB portor astandard
headphonejack.

Cables: Cablesfor connecting hardware devices to your laptopor desktop will be different depending
onthe device beingconnected. The most common connections need USB ports and
microphone/headphonejacks.

Lightning USB 3.0 Type C & o HDMI Mini B Thunderbolt  Micro B Superspeed

il = 0o e W O ww
i ‘ Qi __| “_“ ‘-| ‘ |
m =
Printer: Today’s all-in-one printers can do more than just print - with these units, we can also copy,
fax, and scan. 3D printerscan even print 3dimensional objects. Printers can usually be connected

directly to your computer through awired connection(e.g.aUSB cable), or wirelessly through a WiFi
network. For help with connectingto the wireless network, please contact your system administator.
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Mouse functions

Usingacomputer mouseisinstrumentalin navigating software applications.
The primary function of amouseis to move the mouse pointer (or cursor) on the screen.

The cursor changes from a pointer arrowto another shape depending on where you move the mouse and its
intended use.

[% .

I °

W

Hoveringover objects
o Softwareprograms usetool tipsto provide userswith moreinformation abouteachicon.

Clickingin textfields
o Whenyouwantto typetext into atext entry field, simply move your mouseto that field and click.

Thenstart typing.

Clicking buttons and links
o Buttonsandlinks areactivated with asingleclick of your mouse.

Double-clicking
o Doubleclickingisused to performavariety of actions, such asopeningaprogram, openinga
folder, or selectingaword of text. In order to double click an object, just move the cursor over the
item and press the left mouse button quickly two times.

Scrolling Scroll wheel
o Whenworkingwithalongdocumentor viewingalongweb . BING /
page, you may need to use the mouse scroll wheel to scroll up h
ordown.

Drag anddrop
o Draganddropcanbeusedfor multiple purposes. Forexample, you candragand dropaniconon

the desktop to moveitto afolder.
o Youcandraganddropanobjectby clickingthe mouse button to select an object, then moving the

mouse while keeping the mouse button pushed down. Thisis called “dragging” the object. Once
you have moved the object where you wantto placeit, you can lift up the mouse button to “drop”
the objectinthenew location.
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Terry’s Pathway: Part 2

Logging in and your desktop

Whenyou first turn on your computer, you are presented with alogin screen.
The loginscreenrequiresauser ID and password.

Username:

Password:

your password with others and that you avoid storing password informationina

@ Didyou know? In order to keep your files secure, it is important that you do not share
place that is easyfor others to locate.

Now thatyou havelogged in, you have access to the computer’s desktop.

e The desktopisthe main workspacewhereyou can access and work with thefiles, folders and software
applicationson your computer.

Navigating your desktop: !
e Onewaytoopenafileorapplicationisto doubleclickonits unique shortcuticon.
e YoucanalsoclicktheStartmenu,scroll through thelist, and click any of the applications to open.
e [f youdon'tseethe software application thatyou arelookingfor,typethe namein thesearch bar.
e Thetaskbarisanother important feature of the desktop. Thisiswhereyou willfind quick links to those
applicationscurrentlyin use or applications that have been pinned to the taskbar for easy access.
e Totherightofthetaskbaristhe notificationarea. Thisis where you can find information regarding audio
features, network ssettings, date and time options and more.
e The Power optionsarefound in the Start Menu.
o Use Sleep when stepping away from your computer forashort period of time.
o Use ShutDown to properly turn off and secure your computer at the end of the workday.

P Type here to search
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Managing windows

Eachtimeyou open afileor an application by doubleclickingit, it will openin awindow.
You canresizeawindow by clicking and dragging the sides and corners of the window.
Thisworks anytime you seethe mouse cursor appear as adoublearrow. Thewindowcan also be madetofillthe

screen simply by clicking the maximizeicon. “

You might need to minimizethe windowto workon another application. You do this by clicking on the small

horizontal line (minimizeicon). “ You haven't closedthefile- tt has just been moved from view so
that you can access the other applications. It willnow appear in the taskbar. To open thefile again, simply clickon
theiconinthetaskbar.

When an applicationis fully maximized, you might wantto restoreittoitsoriginal size by clickingthe Restore
icon.

The great thingabout windows is that you can have more than one application open on your screen at the same
time by resizing and moving their windows. Click and drag on the title bar of awindow to move thewindow over
to make room to see both applications at thesametime.

Q Miche.
< C & Notsecure | phsaca e x O a X, Calibri Light (Headine=[16 = 1=« = "iz~ [‘L\_ 8
T, Provincial Health 5 B I U-dex, X' % = O B
Imported 3} Provincial Health Se. Paste Be B pa| A |G - 8o Styles Editing Create and Share Request
- Q ar A A sa-id- el - v Adobe PDF  Signatures

Clipboard . Font g Paragraph T Styles 1 Adobe Acrobat

‘\‘ | Provincial Health
‘\\ ': Services Authority
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Q Search
Now Employee Orientation Plan
Improving specialized
health services for BC

PHSA provides province-wide specialized health services through its services

] Name: Date:

- Position: Department:

and programs.

Learn more about PHSA >

1. Discuss the importance of digital health literacy in the context of virtual health

2. Apply digital literacy skills to create, communicate, and find information
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Terry’s Pathway: Part 3

Using software applications

In the course, we show an example using the applicationMicrosoft Word to create adocument. Most software
applicationswill use the same basic functions and tools showcased in thisexample, such as the toolbar, copy and

paste, print,and more.

1.
2.

3.

Clickthe Start Menu - , and launch Microsoft Word by clicking on the pinned icon. =

Word 2016

If you already have afile started, you canclick Opento accessit, or create anew blank document.

Oncethe pageisopen, you can begin typing text. I

Aswith most software applications, we can modify our work using the featuresin the toolbar.

Document2 - Word

Insert Design Layout References Mailings Review View Acrobat ‘,;n Tell me what y o do... ;}r Share

P Find ~
2L 9T | naBbCeDe AaBbCeDe AaBhHC( AaBbCcD " [&1 Qm

- 2 Replace
- fNormal | TNo Spac.. Heading 1 Heading2 < . Create and Share Request
[y Select Adobe PDF  Signatures
Clipboard = Font [z Paragraph E Styles 5 Editing Adobe Acrobat A

N

Paste
~

In this case, let’'s make the text larger. Anytime you wish to make changes to text, you first have to select it
by clicking and dragging your mouse over the text
a. Oncethe text is selected, you can makethose
changes by using the features in thetoolbar. Let’s insert  Design _ Layout _References _ Mailings
make the fontsize larger. &D Caliori Body) |1 - AlaT Aa- B i=-iz.im. =
b. And,let’scenter thefontbyclickingthe Paste , B I U-abex, X’ A-W¥-A-
appropriatealignmenticon. .

Clipboard = Font Paragraph

Torepeat text on the same page without retypingit, we can use the copy and paste
function. Thistimesaving featureis found in most software programs.

a. Simply highlight the text that you wish to copy and clickthe copyicon.

b. Next,moveyour cursor to where you want the copied text to ap E2ar, and click paste.

Whenyou are readyto printthesign, simply click the File menu and click Print.

To save the fileso that you can accessitagain later,click Fileand Save. Info

a. Determinewhereyouwishto storethisfile, givethedocumentaname, and

clickSave. »

Protect
Document -

Now that thedocument has been saved, you can exit the application by clicking on the sove s Adoe p
Xtoclose.

Check for
Issues -

Print

Shara

Account
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Terry’s Pathway: Part 4

Using email

In the course, we show an example using the applicationMicrosoft Outlook to reply to, and send an email. Most

email applications will have similar functionalities.

1. Whenyou open Outlook, you are presented with a screen that defaults to the Inbox view.

a. Startingat thetop you have the menu bar and the tool bar. Thisis where you will find many of the
commandsthatyou need to
create, edit, reply toand TN AT TE T I e e
send messages. El'{«;w bt o = = Syl Sl |l o Tool bar
b. Onthe leftisthe folder e e e e S By i .
pane listing the built-in —— AL wos et = PSR 1R Department
foldersand theonesthat i U T Wekcometopisa
4 tthom@phsa.ca Hello Terry, Welcome to PHSA ST
you have created. ey A arogr i o
. Here are the orientation resources for ello Terry, =
c. Thecentrepaneisthe = sl S
listing of messages stored in et L SR Please check out the smazing smployes resources found on BHSA 0
. K . Ealder pane 4 Yestorday Demand (POD;
partl Cu I ar fOIder I n thls You will also find many online and classroom courses on the LearningHub.
Case the I n bOX messages. Message |i$t Don’t hesitate to reach out if you have any questions!
d. And,thepaneontherightis HR Department
the reading pane. eading bane
e. Noticethatthehighlighted
message inthe lististhe LS . -

message that appearsinthereadingpane.
f. Toreadthe next messageinthislist,simplyclickonthat message.

2. Double-clickingonthe message listingwill pop openthe message for alarger view. After reading the
message, click to reply to the message or clickthe X to closeiit.

3. Tocreate amessage, click New Email.
a. If youdon'tknow theexactaddress, and if therecipientisa PHSA employee, you canclick To and
selectitfrom list provided.

b. Otherwise,typethe addressdirectlyintheTofield.
c. Enter the Subject of the message.
d. Thenclickinthebodyof theemail and type your message.
e. Toattachthefile, click Attach Filein thetoolbar.
f. Selectthe fileor filesthat youwishto attach.
g. Whenyou are ready to send your email, click Send.
o Untitled - Message (HTML)
(WESELM Insert Options FormatText Review  Acrobat me what you want to do...
e ¥ Cut o . v = AR 95 fy > [» Follow Up -
alibri (Bo ~ - A - | A I o Wi
Paste P Copy CBIbI(BU ::/ AE (E.)_: Al;i?;s C‘I{e% t@ch Attach Sig@ure H DI IpeREE Oge \E:t
' Format Painter VI¥-A-BE==e=E Book Names | File~ fitem ~ - ¥ Low Importance  Add-ins Templates
Clipboard 5 Basic Text ~ Names Include Tags | Add-ins My Templates
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Terry’s Pathway: Part 5

Internet vs. intranet
The internet is aglobal network of interconnected computers designed to connect people fromaround the world.

Whereas the intranet isarestricted network designed to connect people withinan organization. In our case,
PHSA'’s intranet...known as PHSA On Demand, or PODforshort...isrestricted to PHSA employees or authorized
usersonly.

Both the internet and intranet require aweb browserfor access.

POD (intranet) access
After openingaweb browser, typetheurlfor POD and press enter.

Onceyou haveentered your login information, you are presented with the POD website.
You can easily navigate to the various pages within POD by clicking the menu options and hyperlinks found

throughout thesite. POD makes it easy to find what you are looking for by including things like business services,
program policies,employee content and more.
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Jane’s Pathway: Part 1

1

2. Recognizetheneed forinternetsafety.
3. ldentifyinternetsafety best practices.
4

After completing Jane’s pathway, learners will be able to:

Perform internetsearches to access and locate information

Distinguish between fact and opinion in informationfoundonline.

W b b h . G Google x SN ‘  address bar i G
€D Drowsers Vvs. searcn engines e 5 ¢ (o v e »)oa :
There are many different web browsers impored. |, proygucial Heatth Senvices Authory - phea.ca x
including Chrome, Edge, Safari, and about s @ Phsaca- Google Search

Firefox. Aweb browser is used to retrieve Q phsacajobs

and display information fromawebsite. 4 fmse—— -

Web browsers use search engines like 4 | search engine list

Google, Bingand Yahoo to scan the % v

Internetand producealist of results based

on keywordsor phrases. Google Search I'm Feeling Lucky

In the course, we demonstrate using Chrome as our web browser - whichuses Google as the search engine.

1. Jane wantsto locateresources from PHSA’s website for her client.

2. Sincesheknowsthewebsiteaddress or URL, it can betyped directlyinthe address bar.
3. Asthe addressisbeingentered, you’ll notice that the search enginelists suggestions matchingwhatis
beingtyped. This saves time as you don’thave to memorize awebsite’s address.

4. Clicktheoptionfromthelist provided or press enter onceyou havefinishedtypingthe address.
5

. The website now appears.

Bookmarks
If you visit this site frequently, you can bookmarkit for easy access next time
you wantto visit the site.

1. With Chrome,clickthestariconand click Done.

Now the website has been bookmarked and alink has been added to the
bookmark bar for easy access next time you wish to visit this site. Your
browser will also keep a historical log of every site you visit.

To access your bookmarks or history:
1. Clickthebrowser settingsicon. = 0O
2. Highlightbookmarks or history.
3. Clickthewebsitethatyou wish to access.

Bookmark added

Name Provincial Health Services Authority

Folder I Bookmarks bar

i More.. Bl -
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Jane’s Pathway: Part 2

Web searches
Jane wantsto locaterisk factors associated with type 2 diabetes for her client.
1. Toperformthissearch,type -
oneor morekeywords - also PR

known as search terms - into
the searchfield.

About

Store

# google.com

2. Continuetypingtorefineyour
searchor clickoneof the
suggested optionsfor alist of

keywords or
search terms

« risk factors

Google

Gmail

Images

searchresults. : gfiggel’tes ofl rikfeciors Y
3. Scrollthroughthelisttoview e
L. nsk factors for stroke
the searchresults, clickingthe PR -
Q| risk factors for type 2 diabetes
onethat may best meet your ‘ search field
need S_ 2. risk factors for copd
. Canad . rnisk factors for osteoporosis
4. Andnow thatwebsite appears. e e
Advertising Business How Search works Privacy Terms Settings

Searchresultsarenotonlylimited to websites. You can

risk factors for type 2 diabetes

Google

also access other items such asimages, news articles,

and videosthat are related to your search criteria.

Q Al @ Images

Trustworthy websites - domain names, extensions, or suffixes

When deciding on awebsite, you might want to look at the suffix or extension of adomain name. This can
sometimesinformyou of the type of organizationbehind the website.

= Ne\.n.‘{")' Q Shopping [|Videos

i More

When you open a website, you can evaluate whether or not theinformation is reliable and fromatrusted source.

1. Youcandothisbycheckingthe“about
us” section of awebsite. Is it a trusted
organization?

2. Review the contentfor unbiased
research.

3. Beawareof brand namesor products
beingcredited asthey might betrying
to sell you something.

4. If thesite liststhatthe contentis
reviewed by medical experts, you will
wantto find out who those experts are.

5. Youcanalsocheckthebottom of the

[m} v
‘ G sk factors for type 2 diabetes x + 0
&« C & google.com/search?q=risk+factors+for+type+2 =en-US&source=inms&sa=X&ved.. @ &2 &% O & i

|
| Go gle risk factors for type 2 diabetes x ! Q 0]

https://my.clevelandclini health » diseases » 710,

Diabetes: Types, Risk Factors, Symptoms, Tests, Treatments
Mar 28, 2021 — In the newborn: Higher-than-normal birth weight, low blood sugar
(hypoglycemia), higher risk of developing Type 2 diabetes over time and death

https:/imww.medicalnewstoda!

What are the risk factors for type 2 diabetes? - Medical News ...
Aug 4, 2021 — The risk factors for type 2 diabetes that a person can control include smoking
and obesity. However, some risk factors, such as age, are

articles » type-2-

https:/Amwww.canada
Type 2 diabetes - Health - Canada.ca

Nov 25, 2019 — Risk factors for type 2 diabetes - being age 40 or over; - being overweight

lservices » diseases » type-2-dia

.org
non-profit organizations

.com
commercial businesses

.ca
Canadian organizations

.edu
educational institutes

.gov
US government

(especially with abdominal ebesity); - having a family member who has

webpage for dates, sponsors and other reliableinformation.
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Jane’s Pathway: Part 3

Phishing, scams, ransomware

Viruses, phishing, and ransomware are all examples of cyber-attacks. Cyber-attacks against the health sector
aregrowingin sophistication, frequency and scale as personal healthinformationis becomingvery valuable on

the black market.

Having anti-virus software loaded on your computer is oneway to keep safe. And, PHSA’s security team
its partto anticipate and block such cyber-attacks, but, as employees, thereare thingsthatwecandoto

isdoing
practice

good cyber-hygiene, especiallywhenitcomesto theinternet. The good news is that some browsers have some

security features builtin:

1. Noticethewebsitesinthesearchresultshavetheletter ‘s’ added to the ‘http’ of the url. That letter ‘s’

stands for ‘secure’ which works by encrypting data transferred over the Internet.

2. Another security measureto lookforis the padlock symbolin the address bar. © Assess your risk of developing
a. Youwon'tseethison all websites so avoid entering personal ‘ <« @iabetes.c.
informationon sites without this additional security. r/%
Imported

b. Keepinmind thatthe padlockdoesn’t necessarily mean that the site you

areviewingis safeto use, itdoes mean that the connection to the siteis CIABETES
secureand ituses digital certificates to encryptthedata. CANADA

B Assess yourris

3. Unfortunately, cybercriminals arealso startingto usedigital ‘ ¢ s e
certificates sowe need to look very closely at links before clicking

them. Often, oneletter in aweb address will be changed just to
trickus. Browsers help us by bolding the letters of adomain ¥’ https;//diabetes.ca
name, which enables usto clearly read the web address so we can

. L " % https:/diabettes.ca
determineif thesiteisfictitious or legitimate.

4. New virusesand malwarearebeingcreated

el . v - DO X
frequentlysoitisimportant to update your browser
regu | ar|Y. isessments © o @
a. InChrome,youcanchecktoseeif abrowser oo .
New w1 ow CtrieiN
isup-to-datebyclickingthe Settingsicon, v O | search New Incognito window Crrthifes
highlighting Help, and clicking About Google History »
Ch rome Downloads trie)
' Bookmarks L4
Zoom - 100% L
Print... CtrieP
Cast...
Find.. trleF
More tools 3
Edit Cut Copy Paste
Settings
About Google Chromer\ Help L
What's New Exit
Help center -
Report an issue... [ 3] Managed by your organization
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Oneof the biggest cybersecurity risks to PHSA are phishing emails.
A phishingemail is created to trick us into opening an attachment, or clickingon alink,
leadingto theunintentional release of personalor financialdata, such as a password or user name.

We canlower our risks of threats when using email by:

1

2.

4,

5.

Avoiding openingemails from peoplewe don’t know or trust
Lookingclosely at emails. They can look official, but:

a. theemail address may beslightly off,

b. thesubjectline maynotmatchthecontent,and

c. theremightbespelling mistakes or grammaticalerrors.
Be wary of any email asking for personal information.

Avoid clicking on suspicious links, attachments and websites.

Be wary of animplied sense of urgency for you to do something specific.

What do | dowith asuspicious email? If you aren’t sure, contact PHSA’s helpdesk.

Jane’s Pathway: Part 4

Strong passwords

Tipsfor creatingstrong passwords:

1.

S T

Never use personal information
Use at least 14 characters

Don’tuse the same password for all of your accounts

Include numbers, letters, and special characters
Avoid patterns and words found in thedictionary

Random passwords arethe strongest

/ F10%Nv2X!#k325
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Amira’s Pathway:Part 1

After completing Amira’s pathway, learners will be able to:

1. Identifysecurity and privacy requirements when working from
home.

2. Performadvanced internetsearchesto access and locate
information.

3. Navigateto PHSA resourcesincludingPOD and LearningHub.

4. Carryoutvariousapplicationfunctions.

Connecting to health organization network
In the course, we walk through ademonstration of Amiralogging on to her health organization network while
she’sworking from home.

If you havea HA (health authority) provided work laptop,you have the option of loggingin by the
Citrix Virtual Private Network (VPN). Thisicon shouldappear on your desktop.

usingtheregistrationinstructions.

e Thisinformation,and more,can befoundfromthe IMITS infocentre.

If you ever needed to use a personal laptop instead, you canstill login to your work network following adifferent
process called Citrix Remote Access; but this processis not covered for the purposes of this course.

Privacy and security considerations when working remotely

Whether working remotely or in the office, as PHSA employees we are all responsible for the personal dataand
informationof our patients and staff.

1. Bewary of your surroundings,specifically of people nearby when entering sensitiveinformation.

2. Thisincludes concealing confidential information including paper or digital documents.

3. ltisbest torefrainfromusing public WiFi, as your informationcan beintercepted by cyber criminals.

a. Insituationswhereitisnecessaryto connectto a public WiFi, consider using a Virtual Private
Network (VPN) as added security.

4. Save fileson health organization-provided resources such as company-issued devices and PHSA
networks.

5. Avoidleavingdevices,documents and other media unattended when you need to step away - even if itis
justfor acouple of minutes.

6. Whilefriends areusually people we can trust, we still need to be mindful of the informationthat we share.
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https://webassets.phsa.ca/citrix/Microsoft%20Token%20Registration%20Instruction.pdf
http://imitsinfocentre.healthbc.org/

Amira’s Pathway:Part 2

Advanced web searches
In the course, wewalk through an example of Amiraworking with her research partnerto refine her Google web
search on breast cancer, which could return over 2 billionresultsin the search engine.

1. After enteringyour initialsearch criteria, click the settingsicon then click Advanced Search.
2. Now you canenter specific criteriasuchaswords that the search results mustinclude, or those words

that wedon’t want as part of our search results.

Go gle breast cancer X &@ Q 553 i @

Q Al [ Images B News [ Videos i More Tools Quick Settings X

Advanced Search See all Search settings

Find pages wih.

— s Your Activity
ST— Search history saving [/}
Delete last 15 min o

Then Narrow yaur results
by.

Learn more about your data in Search

lenguage:  anylangusge.
- =
last update: anytime.

site or domain: USlng Search
tome sppsating s
SafeSearch )
Manage SafeSearch setting

P \ Languages English

Advanced search (24

SaleSearch; Snowaxpicitrosults

file type any format

usageighis: notnitarsa by icsnse

3. Noticethatwedon’thaveto open the advanced search windowto refine oursearch. We can use special

characters when typingour search criteriain the normal search field.
a. Simplyusequotation marks around those words that must appearin the search, and

b. aminussignforwordsthatyoudon’'twantas partof your search.

Go gle breast cancer inflammatory “invasive" B L Q
Q Al | E) Images | O Shopping @ News [3] Videos i More Tools
Size v olor+  LineDrawing~  Time « age Rights ear

=M@\ _ (BN / \ , %

Thisworks the same way for images and videos. You can also take it one step further by usingthe Tools featurein
Google.Onceyou haveyour search results, you can click Images then click Tools. You can nowselect the size,
colour, type, usagerightsand more. In the above example, we selected Line Drawings under Type.

il
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Amira’s Pathway:Part 3

Employee Resources on the POD

In the course, we walk through ademonstration of Amiraworkingwithher research partner to find relevant
employeeresourcesonthe PHSA intranet, POD. Examples of resources include:

PHSA letterhead templates

Employeeresources, like benefits and leave forms

Workplaceresources, like infection prevention and control or safety information
And much more.

For access toemployee online courses like this one, you need to access the LearningHub. Asa PHSA employee,
you canlogintothe LearningHub and searchthrough 100’s of classroom and e-learning course offerings. You can
alsofind help and support navigating the LearningHubthroughtheir help site.

Amira’s Pathway:Part 4

File folders and storage

In the course, we walk through ademonstration of Amira and her research partner to structuretheir research
documentsto ensure they arewell organized and secure. Just as with our paper documents, we need folders to
keep our digital files organized and secure by saving them to the network drive.

1.

Onceyou loginto your computer, you access the file explorer by clicking the
foldericoninthetaskbar.
Oncethe filemanager is launched, you first click the drive where you want to house the folder.
For security reasons, itis bestto store these on the network drive and not your computer’s personal hard
drive. | | s
. - H Manage root (\\phsabc.ehcnet.ca) (O:) —
NOW that the d rlve Home Share View Drive Tools - o
ey * BOL BB X0 PR 8
C reate a new fOIder Pinto Quick Copy Paste Move  Copy Delete Rename New Properties - .
— [#] Paste shortcut o o - folder . & History E‘E Invert selection
or subfolder. Clipboard Organize New Open Select
Sim p|y navi gate to ?;:'D"F;“;:m o 2/24/2016 10:24 AM Fi:e :o:jer
o 2/24/2016 10:24 AM File folder
whereyouwant I8 Deskiop £ 12/9/2016 2:26 PM File folder
& Downloads 3 2/24/2016 10:24 AM File folder
the new folder to B Music 3 2/24/2016 10:24 AM File folder
appear, clickHome = Pictures o 2/24/2016 10:24 AM File folder
. = 2/24/2016 10:24 AM File folder
and then New B videos b 5/25/2017 10:53 PM File folder
H 59 OSDisk (C) L 2/24/2016 10:24 AM File folder
Fo'der In the = winapps (\\fileserverd PHSABC.EHCNET.CA) (F) o 2/24/2016 10:24 AM File folder
t00| ba r. =~ docs (\\srvnetapp02.vch.ca\bcca) (H:) al 2/24/2016 10:24 AM File folder
Then t e in the = data (\\srvnetapp02.vch.ca\bcca) (1)) Ll 2/24/2016 10:24 AM File folder
yp =x prodapp (\\svmcaisva.phsabc.ehcnet.ca) ():) Ll 2/24/2016 10:24 AM File folder
new folder name ~ root (\\phsabc.ehenet.ca) (03 “ 12/6/2018 1:43 PM File folder
) 3 2/23/2022 3:55 PM File folder
and press Enter. = Network Drive (U)
ﬂ' Network <
17 items
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https://pod.phsa.ca/
https://pod.phsa.ca/workplace-resources/brand/Pages/default.aspx
https://pod.phsa.ca/employee-essentials/benefits/Pages/default.aspx
https://pod.phsa.ca/employee-essentials/vacations-leaves/Pages/default.aspx
https://pod.phsa.ca/quality-safety/infection-prevention-control/Pages/default.aspx
https://pod.phsa.ca/quality-safety/safety
https://learninghub.phsa.ca/Learner/Home
https://learninghub.phsa.ca/Learner/Home
https://learninghubhelp.phsa.ca/

Types of entry fields on fillable forms.
In the course, Amiraand her research partner need to create asurvey for their project.
As PHSA employees, they may also need to fill out forms. Inthe course, welook atthe various types of entry
fieldsthatcanbefoundinforms.

There are three main types of entryfields on most forms:

Research Participant Survey ORAFT

Demographic Information

1. What is your age? 2. What languages are spoken in your household?
e ¥English Panjabi (Punjabi)
- French Hindi
35-44 ;

Cantonese "Spamsh
@ 45-54
Mandarin German
55-64
Persian (Farsi) Tagalog
65-74
75 or older Qakelh

| prefer not to answer

e Thecirclesareknown asradio buttons. When you see these, it typically indicates that only 1 selectionis
allowed.

e Thesquaresarereferredto ascheckboxes. These allow us to check morethan onebox.

e The other entryfield that you will come across are open textfields. When your mouse cursor changes to
whatlooks like acapital letter | I you can enter text by clickingin that field and typing.

These types of fields provide avisual cue as to what is expected when enteringinformation.

End of Module 2
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